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Abstract

Broadcast of information in wireless sensor networks is
an important operation, e.g., for code updates, queries,
membership information, etc. In this paper, we analyze and
experimentally compare the performance of vanilla versions
of several well-known broadcast mechanisms namely, flood-
ing, site percolation, bond percolation, and modified bond
percolation. We carry out our comparison for different net-
work topologies: random, grid, and clustered. Our analysis
is performed at the link layer level using a MAC-independent
propagation model based on real experiments from the liter-
ature. Our main metrics are bandwidth, energy usage, and
broadcast latency. Our analytical and experimental results
show that, given a desired high reliability for all topologies,
flooding and site percolation has the lowest latency; but
flooding consumes the most energy per broadcast compared
to site percolation. For dense networks, modified bond
percolation further lowers energy consumption compared to
site percolation, while basic bond percolation leads to a
latency increase. For sparse networks, results are similar to
a dense network except that site percolation consumes lower
energy than modified bond percolation. We briefly discuss
implications for different broadcast applications.

1. Introduction

In wireless sensor networks, operations such as code
updates, queries, membership management, routing updates,
etc., all rely on broadcast. Several mechanisms have been
designed in the literature to address the broadcast prob-
lem [1]-[4]. In this paper, we abstract out the basic broadcast
mechanisms from these papers into four classes: flood-
ing, site percolation, bond percolation, and modified bond
percolation. We analytically and experimentally compare
these four approaches to each other. Although flooding
has been individually compared to some of the percolation
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approaches [1], [4], there is a lack of an all-to-all comparison
among these approaches, and thus the tradeoffs among them
have not been comprehensively studied.

Broadcast is useful for varied purposes: Trickle [3] uses
it for sending out continuous code updates. Aggregation
using either TAG [5], directed diffusion [6], or synopsis
diffusion [7] partly rely on broadcast, for example, to initiate
the aggregation epochs. Routing protocols utilize broadcasts
to spread routing updates. For example, [8]-[10] provides
a detailed survey of various routing protocols for sensor
networks. Additionally, [11] provides a survey of various
energy efficient routing protocols. Membership management
within small or large groups of sensor nodes has also been
looked at by researchers, and utilizes broadcast, e.g., [12].
As we discuss in Section 4, these applications have highly
varied requirements, and thus a one-size-fits-all broadcast
solution may not work for all. This motivates our study of
the tradeoffs among different broadcasting approaches.

The remainder of the paper is organized as follows: in
Section 2, we briefly discuss the various broadcast mech-
anisms that are the focus of this paper, and derive their
energy consumption. Section 3 presents simulation results
of these broadcast schemes for three different network
layouts. Section 4 discusses the implications of our results
for practical broadcast operations. Finally, we conclude our
paper in Section 5.

2. Broadcast Schemes and Energy Analysis

In this section, for each of the broadcast algorithms
considered, we (1) briefly describe the algorithm, and then
(2) mathematically analyze the energy consumption of these
techniques.

2.1. Assumptions for the Analysis

For the mathematical analysis of the broadcast mecha-
nisms, we make the following assumptions:

1. Every sensor node in the network is assumed to have a
globally unique identity through which it can be uniquely



addressed. If nodes do not have unique pre-assigned iden-
tities, then the ID can be assigned either based on their
location [13]-[15] or randomly.

2. The sensor nodes are static, and do not move.

3. All sensor nodes are homogeneous with respect to their
transmit, receive, and idle power consumption characteris-
tics, as well as wireless bandwidth.

4. We only worry about failure in transmissions that can
occur due to the propagation characteristics of the medium
SO as to obtain a best estimate of the metrics. We, therefore,
do not model collisions in this paper. We will discuss why
this is a valid assumption in Section 4.2. Furthermore, we
assume a MAC layer that takes care of retransmissions and
contentions.

5. The network of sensor nodes is assumed to be connected.
In other words, we assume any pair of non-faulty nodes
can communicate via at least one path consisting of all
non-faulty nodes. We consider only crash-recovery failures,
which includes sleep schedules.

We have used a realistic propagation model that is in-
dependent of the MAC layer as done in [16]. Instead,
the propagation model uses the link layer characteristics.
We choose to not emulate the MAC layer because sensor
nodes may use a wide variety of MAC protocols (e.g., B-
MAC [17], S-MAC [17], T-MAC [18], etc.) and we wish our
results to apply generically. This choice allows us to focus on
incorporating loss due to realistic propagation models such
as [16]. A further evaluation with individual MAC protocols
could be a fruitful future work. However, as we discuss at
the end of the paper, our results are likely to hold for specific
MAC protocols too.

We denote by N the number of nodes in the sensor
network, and by k the average number of (1-hop) neighbors
of a node in the network. We analyze only the power
consumed by a broadcast packet, which can be interpreted
as the energy consumed by a normalized packet that takes 1
second to transmit on a link. Larger broadcast packets will
consume proportionally more energy.

2.2. Flooding

This is the simplest of the three mechanisms. Each node
that receives a message simply re-broadcasts it to all its
1-hop neighbors. Further, the node keeps track of recently
received broadcasts, and does not re-broadcast duplicates.
Thus, each node re-broadcasts a received message only once.
Analysis: In flooding, all the nodes broadcast message
to their neighbors once, and the number of messages per
broadcast is just 1. Therefore, the total number of messages
sent per node, Sfiooding iS 1. Further, since each node has
k neighbors, the average number of messages received per
node Rfiooding 15 k.

To calculate the total energy consumed, we use real mea-
surements for Mica (2001) motes from [19], which showed

that the transmit power required for these type of motes for a
packet (36 mW at O dBm) is about thrice the power required
for receiving a packet (12 mW). Furthermore, because the
idle listening power is the same for all nodes (which is
8 mW) we ignore that in our calculations. Accordingly,
if the power required by a sensor node for receiving a
packet is denoted by Pow, the average power consumed
(or energy consumed in one second) by the sensor nodes for
both receiving and transmitting during the broadcast process
Pflood’ing is giVen bY7

(3N +EkN) - Pow
N

Pflooding = = (3 + k) - Pow.

2.3. Site Percolation-based Gossiping

In this scheme, each node that receives a message broad-
casts the message to its neighbors with a probability p,
called gossip probability. A node does not broadcast the
message with a probability (1 — p). Thus, only a fraction of
all nodes forward the broadcast message, thereby reducing
the number of messages in the network and hence the power
consumption of the nodes.

We call this variant as site percolation; Haas et al [1]
proposed such a gossip protocol and used it for transmitting
routing updates in AODV. The terminology is derived from
percolation theory [20], an old branch of mathematics that
studied the residual connectivity of a graph when some
fraction of nodes are removed at random from it. Haas, et
al., [1] showed that a gossip probability p that is higher
than a threshold regime of between 0.6 and 0.8, is sufficient
to ensure that almost every node in the network gets the
broadcast message with high probability. In other words, if
p is lower than this threshold, very few nodes receive the
broadcast. However, as p crosses this threshold, there is an
abrupt phase transition and all nodes receive the broadcast
with high probability. Note that a gossip probability of
p = 1.0 makes site percolation equivalent to flooding.
Analysis: If p is the gossip probability with which each
of the nodes decide independently to transmit a message,
then the expected number of messages sent per node in the

N
N\ . .
network is given by, Sgite = %Z z( ) >p1(1_p)N—z =p.
izo \!
The average number of messages received per node during
k

kE\ )
broadcast are given by, Rt = Z 7,( .>pz(1—p)k_l = kp.
i
i=0
The power consumed by the nodes is thus:

(3-N-p+kp-N) =« Pow
N
34+ k)-p-Pow

Psite =




2.4. Bond Percolation-based Gossiping

In percolation theory, the counterpart of site percolation
is bond percolation. If &k is the number of neighbors for a
node in the network, then a node receiving a message will
forward the message to only m (m < k) of these neighbors,
picked at random. Like site percolation, bond percolation
also shows a phase transition behavior. Specifically, only
when the quantity 7' is higher than a threshold value of
about 0.5, does the broadcast reach all nodes with high
probability [20].

In reality, however, a message transmitted by a node
will be received by all its neighbors that are awake at that
point of time. Thus, a real implementation of this scheme,
called PBBF [4] (Probability-Based Broadcast Forwarding)
modifies the periodic sleep schedule of each node, so that
it stays awake with some probability during the sleep part
of the schedule. Such a node can immediately rebroadcast
any message it receives (with some probability), and this
message will be received only by those neighbors that also
happen to be opportunistically awake at that time. We call
this variant as modified bond percolation.

For the sake of comparison with the other schemes, we

assume that in modified bond percolation, m out of k£ neigh-
bors receive the broadcast message. The main difference
between modified bond percolation and bond percolation is
that each node transmits only 1 broadcast message in the
former, and m copies in the latter.
Analysis: In bond percolation, because each node sends m
messages, we have Sponq = m. However, for the case of
the modified bond percolation, each node will send only
one message. Therefore, the number of messages sent per
node in this case iS Sy,0d—bona = 1.

The average number of messages received per node is the
same for both above variants of bond percolation, and is

. OOk smai m k—i
given by ZZ(Z) (?) (1— E) =m
i=0

The pO\;er consumed by each of the bond percolation
mechanisms can be given as:

(3mN + mN) - Pow

Pb(md = N
= 4m- Pow
(3N +mN) - Pow
Pnzod—bond = N
= (34 m)- Pow

2.5. Conclusions from Analysis

The tradeoffs among the four different schemes with
respect to energy consumed is illustrated in Figure 1, and
explained below. In Figure 1, each arrow is directed from
the left-hand side to the right-hand side of an inequality. The

expressions next to the arrows indicate the conditions under
which the inequality is satisfied.

1. Pgite < Pfiooding, if p < 1. This is always true as p is a
probability.
2. Prod—bond < Pfiooding, if m < k. This is always true,

as modified percolation chooses an m that is always lower
than k.

3. Prod—bond < Pyond, if m > 1. This is always true for all
practical purposes, since at least one neighbor receives the
broadcast message in bond percolation mechanisms.

4. Psite < Poonas if (3+k).p.Pow < 4m.Pow or p < 34%.
Choosing p = 0.7 (a value between 0.6 and 0.8, as suggested
by [1]), and % = 0.5 (as suggested by [4]), we require
k > 2 for Pyie < Ppong to be true. However, k < 2
implies a network of disjoint node pairs, which is unlikely
in actual deployments. Therefore, Pge < Ppong for all

practical networks.

5. Pticoding < Prona, if (3 + k).Pow < 4m.Pow or
m > %. Again, by choosing p = 0.7, and % = 0.5, we
have k > 3 for Pfiooding < Prond to be true. Examples of
networks with k£ < 3 can be either a ring or a linear topology.
We believe these are unlikely to occur in real deployments.
Thus, for all other practical networks we can conclude that
Pflooding < Pbond~

6. Prod—bond < Psite, if (3+ m).Pow < (3 + k).p.Pow
or p > % For p = 0.7, and 2* = 0.5, we get k >
4.5 for P od—bond < Psite- In other words, site percolation
consumes lower energy than modified percolation when the
network is sparse, i.e., has typical node degree < 4.

From our discussions, we conclude that modified bond
percolation consumes the lowest power per broadcast for
dense networks, while site percolation consumes the lowest
power for sparse networks. Furthermore, irrespective of the
density of the networks, bond percolation consumes the most
power, followed by flooding.

3. Simulation Results

While the analytical studies in the previous section looked
at the energy consumption, we wish to further study the
latency-energy tradeoffs among the schemes. In this section,
we compare the four broadcast mechanisms using custom
simulations in MATLAB across these different network
topologies. As discussed 2.1, we use a MAC independent
link layer based on actual traces from [16]. We have repli-
cated the probability of successful packet reception for the
medium and the low power scenarios from [16] in Figure 2.
The plot shows that the probability of successful packet
reception as a function of distance and transmit power.
While the term ‘power’ actually implies the transmit power
in [16] (that is controlled using a potentiometer), the power
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Figure 2. Probability of successful packet reception as a
function of distance and power.

Figure 1. Conclusions on energy consumed by the broad-
cast mechanisms (arrows are directed from the LHS to the
RHS of the embedded inequality, which is true when the

condition next to the arrow is satisfied).
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consumption values used for comparison in this paper (both
in this section and in Section2) is written in terms of the
receive power, Pow. We can therefore consider Pow to be
the receive power, when the transmit power is set as in [16].

Experimental Methodology: We simulate three different
topologies, namely: (1) random, (2) clustered, and (3) grid.
For the random topology, we distribute the nodes uniformly
at random on a 50 x 50 area. For the clustered topology, we
create four square clusters, each with a side 20 on the four
corners of a 50 x 50 square. Nodes are distributed uniformly
at random within each cluster, and are shared evenly by the
four clusters. The number of nodes, for both the random
and the clustered topology, is varied from 1000 to 2500 in
steps of 250. In the case of the grid topology, we vary the
grid size from 30 to 50 in steps of 5. The number of nodes
in the grid topology is the square of a side of the grid,
and hence varies from 900 to 2500 (which is comparable to
that for the random and the clustered topology). While the
random and clustered topologies are unplanned networks,
a grid topology is a planned network. We performed our
simulations for both the medium power and low power
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topology.

scenarios (corresponding to a potentiometer setting of 66
and 69, respectively) discussed in [16]. We have, however,
provided the results only for the low power scenario in
this paper. The results for the medium power characteristics
follow a similar trend as that of the low power case.

The minimum node degree (average number of neighbors)
for the low power model turned out to be 15 for random
topology, 10 for the clustered topology, (corresponding to
1000 nodes) and 30 for the grid topology (corresponding
to grid size 30). Since these are dense networks, we also
simulate a sparse grid topology with a smaller node degree
(around 4 for a grid size of 30) by choosing a transmission
range of 1. For site percolation, we choose a gossip probabil-
ity p of 0.7, as it lies between the threshold regime of 0.6 and
0.8, suggested in [1]. For the two bond percolation schemes,
we choose the 7+ ratio (where m is the number of nodes
that receive the broadcast message out of k£ neighbors) to
be the exact threshold value of 0.5, as mentioned in [4]. We
generate 100 different realizations of the network for each
of the three topologies, each with a different seed. During
each realization, we pick a node uniformly at random, and
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generate a broadcast message from this node for propagation
throughout the network. Furthermore, we generate different
link characteristics for each realization.

We simulate all the four broadcast mechanisms explained
in Section 2. Our metrics of interest are: number of mes-
sages sent, number of messages received, average energy
consumed, latency of receiving broadcasts (since broadcast
initiation time). We initiate broadcasts from only one sender
node. Our baseline for the comparison is to set parameters
for the four broadcast schemes, so that they just barely
ensure 100% reliability for all broadcast messages. In this
paper, due to space constraints we provide the results only
for the random and grid topologies. Interested readers may
refer the results for the clustered topology from [21].
Message and Bandwidth Consumption: Figures 3 and 4
show the plots for the logarithm of the number of messages
sent in the network during the broadcast process in the
random and the grid topologies respectively. We can see
from the plots that for bond percolation, the number of
messages sent grows very quickly as the number of nodes
increase. This is because each node has to send m individual
messages. However, the other three percolation schemes are
almost identical, except that site percolation sends slightly
fewer messages.

The average number of messages received per node is
plotted for the random and grid topologies in Figures 5
and 6. We observe that the average number of messages
received per node is the lowest for the two bond percolation
schemes. We can also note that the average number of
messages received for the site percolation is lower than that
of flooding, due to the probabilistic broadcast nature of the
site percolation scheme.

Latency: Next, we plot in Figures 7 and 8, the latency
involved in broadcast for the two topologies. The time values
are normalized to the units of 7', where T is the time
taken to complete one transmission from one node to its
neighbor, and therefore are not absolute latency values. We
observe that flooding is the fastest, while site percolation
is only slightly slower. However, the latency for the two
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bond percolation schemes is high since fewer nodes receive
the message per broadcast. This leads to longer propagation
times for broadcasting the message to the entire network.
Energy Consumption and Tradeoffs: Similar to our anal-
ysis (see Section 2.1), we measure the power consumed
by a broadcast packet, which is the energy consumed by a
normalized, one second long packet. Figures 9 and 10 show
the units of average receive energy (or power) and the total
(sum of receive and transmit) energy consumed by the nodes
during the broadcast process (in units of Pow = P, see
Section 2.1). As shown by the figure, the bond percolation
scheme consumes more transmit power, as it is required to
make m individual transmissions. This is evident from the
plot for the total power consumed. However, the received
power is very low for both the bond percolation schemes.
As a result, the modified bond percolation scheme consumes
the least total power among all the broadcast schemes. Site
percolation consumes lower power than flooding.

To show that site percolation may consume lower energy
than a modified percolation when the number of neighbors,
k< 4.5, we simulate a sparse grid topology with the
same number of nodes as before (900 to 2500). However, we
reduce the transmission range for each node to just 1. This
ensured that each node has only 4 neighbors on average. The
corresponding plot is shown in Figure 11. We observe from
the figure that the total power consumed by site percolation
is slightly lower than modified bond percolation, as predicted
by our analysis.

Finally, in order to map the tradeoffs among the four
broadcast mechanisms, we vary the number of nodes in the
system, and plot the latency as well as total energy consumed
per-node during the entire broadcast propagation. This is
shown in Figures 12 and 13. In these figures, each point
corresponds to a varying number of nodes from left-to-right
and bottom-to-top (1000 to 2500 for random topology, and
30 to 50 for grid topology, as described earlier). We can see
that the modified bond percolation scheme consumes the
lowest power, but incurs a high latency. In comparison, the
flooding and site percolation schemes consume more power
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but propagate broadcasts faster. Further, bond percolation
consumes more energy and takes much longer to propagate
the broadcast to all nodes. Figure 14 shows the energy-
latency tradeoff for a grid topology with transmission range
of 1. We observe that site percolation consumes lower power
and is faster than modified bond percolation mechanism.
Flooding and bond percolation perform similar to that in
Figure 13.

From the above discussion, we can conclude that the
modified bond percolation (for dense networks) and site
percolation (for sparse networks) are useful for applications
that are required to be energy-efficient, while site percolation

~#~ Flooding
Site percolation-based gossiping
-8 Bond percolation-based gossiping

Average units of time taken (x T ms)
n
5]

Modified bond ion-based gossipin,
15 gossiping
10-
A a N 3
%’ 4 > o d
[}
30 45 50

40
Side length of grid

Figure 8. Average units of time taken - grid topology.

@
g

=A Rx power - Flaoding

=E] Total power - Flooding

=4\ Rx power - Site percolation-based gossiping

=4 Total power - Site percolation-based gossiping

=X Rx power - Bond percolation-based gossiping

=¥ Total power - Bond percolation-based gossiping

==X Rx pawer - Medified bond percolation-based gossiping
=¥ Total power - Modified bond percolation-based gossiping

=
&

s
=]

@
&

@
=]

~
&

oo
s & 8

o

Average units of power consumed per node (+ P dBm)

e

Average units of power consumed - grid

n
&

-2~ Flooding
Site percolation-based gossiping
B Bond percolation-based gossiping
- Modified bond ion-based gossiping

N
]

™
¥

N
=]

®

Average units of power consumed per node (+ P dBm)
N
N

z

<

5 10 15

20 25 30 35
Average units of time taken (x T ms)

Average units of power consumed - grid Figure 12. Latency vs. power consumed - random topol-
ogy.

and flooding are useful for applications that require low
latency.

4. Implications and Caveats of our Study for
Practical Broadcast Operations

4.1. Implications

We now discuss three different applications of the broad-
cast mechanisms in sensor networks, and the implications
of our study for these applications. Our findings are sum-
marized in Table 1.
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Code updates: The sensor nodes in a network may require
frequent code updates for changing the tasks that these nodes
have to execute [3]. During the code update process, each
node with a stale code has to update itself and propagate the
update to its neighbors. Such a code update process require
high degree of reliability, as the sensing task may fail other-
wise. However, a code update process is not time sensitive,
although reducing the broadcast propagation latency and the
total energy consumption always helps.

From our analysis, we can see that by choosing suitable
parameters, high reliability can be obtained using any of
the four broadcast schemes. However, to reduce the energy
consumption, percolation-based protocols may be preferable
compared to flooding for dense networks. Flooding may be
good if the network is sparse and clustered, or if the sensor
nodes are not energy-constrained, or if the code updates are
infrequent.

Query and information propagation: Sensor networks
need to be queried about their current status, for example,
when average temperature is required to be calculated across
a region for a histogram of temperature readings [5]. Such
instantaneous querying requires timely propagation of query
messages to the sensor nodes. Furthermore, the information
sent by the sensor nodes in response to the query messages
has to be routed back to the query source with soft real-
time requirements. This means that, irrespective of the
density of the network, flooding or site percolation-based
gossiping is preferable compared to other approaches, for
query propagation. Flooding may be more preferable if
query correctness is highly sensitive to propagation time,
and energy is aplenty.

Membership management: Since sensor networks need
to be self-sufficient, groups of sensor nodes may need to
run a membership management protocol. For instance, this
group may be comprised of all nodes that have a particular
type of sensor (e.g., acoustic sensor, for tank detection), or
sensors that are in a specific geographical region. Each node
in the group maintains a (partial) list of other nodes from
the group that are currently awake. This information can
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with Tx range = 1.

then be used for multicast or aggregation within the group.
The bootstrapping and maintenance of the membership list
at each node can be maintained via broadcasts from each
node as it goes to sleep and wakes up. The requirement
for continuous and timely broadcasting means that energy
consumption needs to be minimized - this points to modified
bond percolation (for dense networks) and site percolation
(for sparse networks) being the best choices for membership
management.

4.2. Caveats

Effect of MAC collisions: Since we ignore MAC layer
collisions and contentions in our simulations and analysis,
the results are in a sense positively biased to flooding
when compared to the different percolation approaches. This
is because flooding generates many more messages, both
overall and collision-wise. However, because our final results
show that percolation approaches are preferable to flooding,
we believe the same conclusions will hold even if specific
MAC protocols are taken into account.

Effect of on-off duty cycle: Our simulation results assume
a common on-off duty cycle for all the sensor nodes, and
across all the broadcast approaches compared. However,
in reality, the duty cycles may vary across all the sensor
nodes. Furthermore, depending on the duty cycles different
broadcast mechanisms may be preferred. For instance, bond
percolation is suitable for low duty cycle sensor networks in
which few neighbors wake-up simultaneously. The sender
can, therefore send the broadcast message to a subset of
neighbors. On the other hand, site percolation will be
suitable for sensor networks with faster duty cycles, as a
single broadcast is intended for all the neighbors of the
sender. The results compared above may thus be different
depending on the duty cycles. A common duty cycle for the
all the mechanisms is, however, chosen to provide a common
base for comparison.



Table 1. Appropriate broadcast mechanism for each of the applications - further choices depend on tradeoffs
involved in the application, and the network layout.

S . . Site Bond Modified bond
Applications Requirements | Flooding . . .
percolation | percolation percolation
Code updates High reliability V4 V4 VA
Query propagation Low latency N
Membership management Low power N v/

5. Conclusion

In this paper, we have analyzed four fundamental
percolation-based broadcast mechanisms in sensor networks,
namely: flooding, site percolation-based gossiping, bond
percolation-based gossiping, and modified bond percolation
algorithms. Our analytical and simulation results show that
flooding and site percolation schemes have low latency. For
dense networks, modified bond percolation consumes the
lowest energy per broadcast, while site percolation consumes
the lowest energy for sparse networks. Furthermore, our
analysis also shows that flooding involves a larger num-
ber of messages during the broadcast propagation. These
conclusions hold for three types of topologies that practical
deployments use - random, clustered, and grid. We also iden-
tified the tradeoffs of these broadcast alternatives for code
updates, query propagation, and membership management.
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