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Abstract— This paper presents Pirrus, a replica management communicate, either for a fault or battery depletion, theada
system that addresses the problem of providing data availdtity it stores is lost. Therefore, replicating data on multipbeles
on a wireless sensor network. Pirrus uses probabilistic fhire represents a method for reducing the possibility of datselss

models (e.g., derived from environmental conditions and dis In thi text. th bl f i | ti i
mation of available energy) to adaptively create and mainti n this context, the problem of replica placement Is critica

a number of replicas of the data. The replica management is  Data replication has been proposed to prevent such data loss
formulated as an energy optimization problem, then solved vth in distributed environments. Traditional replication apgches
a greedy heuristic that uses only information gathered from |;se 3 fixed number of replicas defingbriori during network

neighbors. Intuitively, Pirrus trades off the energy saved by . . . .
limiting the number of replicas when the network health is deployment [1]. Given the dynamic failure potential of the

good to extend the lifetime when more replicas are needed. @u Nodes in the network, these static solutions are eitherdstyc
simulation results show how the solution provided by Pirrus Or cannot provide enough availability during the network
achieves good performance with a sustainable computatioheost. lifetime. If the number of replicas selected is too small,
Compared to the performance of a fixed number of replicas, \yhen the nodes become more prone to failure over time, data
Pirrus extends the network lifetime of 25%. availability decreases. However, if there are too manyicapl

I. INTRODUCTION in the system, energy consumption increases unnecessarily

Traditionally, replica management systems have been ddliS IS particularly undesirable toward the beginning o th
signed to operate over relatively reliable machines, wiiege N€WOrk lifetime when most nodes are very reliable.
probability of failure of one machine is low enough to allow a 10 cope with the variability in the network, replica manage-
small fixed number of replicas (e.g., two or three) to provid@ent should be adaptive and adjust the number and location
very high data availability. In such systems, the probgbai Of replicas to pr_owde the same degree qf data availability.
failure of each machine or device is assumed to be constantifwever, designing a system that dynamically adapts to the
time. For example, the reliability of hard drives is providey netv_vqu conditions is not trivial. An approach that bases it
the manufacturer as a Mean Time Between Failures (MTBE§Cisions on complete knowledge of the network does not
and is considered to be constant in time. However, this ig orfic@le. Moreover, disseminating information about nodéthea
an approximation of the real failure behavior. to the entire network is not energy-efficient. The challersye

In sensor networks, these assumptions hold even less, sifclind a replica placement strategy that uses local infdomat
nodes can fail for many different reasons, such as deplefion0 compute globally energy-efficient solution.
the available battery energy, hardware defects in the node a The contribution of our research is threefold. First, we
harsh environmental conditions in which the node operaté@rmalize the problem of providing energy-efficient replic
Moreover, this failure rate is not constant: at the begigrih Placement for data availability as an energy optimizatimybp
the network life-cycle, batteries are charged and nodes hd@m. Given that the optimal solution requires global knaige
just been tested, so the failure probability of a node is loWf network state, we next define a heuristic approach that
As the network continues, nodes consume energy and Ry requires local information. Finally, we adapt the fistic
more likely to run out of energy. Additionally, the presemfe approach to design a novel distributed protocol, calleduBjr
particularly harsh environmental conditions, such as vegp Which adopts a greedy approach and provides near-optimal
or very low temperatures, can affect the failure rate of sodéesults under varying conditions.

To cope with this risk, one possible solution is to periodi- The key idea in Pirrus is that each node only uses lo-
cally send data to a base station with more reliable hardwagal information about their n-hop neighbors to solve the
which can safely store data avoiding loss. However, sevemibblem of space availability. This local approach scates t
factors might make it impossible or too expensive to reachlarge networks without suffering from excessive overhead
base station: the presence of intermittent network coivigct or computational complexity. Since the environment has a
or the high energy cost of continuous communication favoggrong influence on node reliability, Pirrus is designed ¢o b
a solution where data is locally stored on the sensor nodedlexible and allows users to define appropriate probalulisti

The solution to store data on the nodes has many ddilure models. In comparison to static approaches thataio n
vantages: there is no need of constant communication agmhsider the reliability of the nodes in the network, Pirrus
it is resilient to network partitioning. Later, when data isdapts to changing network conditions. When data avaitiabil
requested, the user can collect it from the node using cgierig a priority, results show that Pirrus is able to extend oekw
or data mules. However, the possibility of node failure putetime compared to other static approaches.
data at risk, even when data location and retrieval arelelia  The rest of the paper presents the replica placement problem
operations. This is because when a node loses its abilityand describes our approach to solve it. For ease of presenta-



tion, the system model and assumptions will be discusseddadsa node. Failure models based on temperature, humidity
the paper develops. Section Il presents an overview of thed other working conditions have been defined for industria
problem of adaptive data replication. Section Il formalz equipment [4]. Even if, to the extent of our knowledge, none
the replica placement problem and describes the Pirrus pod-these models have been defined for sensor nodes, similar
tocol and its replica placement strategy. Finally, sectibn reliability engineering techniques could be applied in the
presents an evaluation of Pirrus in comparison to otheeatirr sensor network context. Probabilistic reliability modetsuld
approaches. be obtained from theoretical considerations about theesyst
or from experimental data.
Il. MOTIVATION AND RELATED WORK Using these models, a probability of failugg(t) can be

Distributed databases are well-studied in wireless senstgfined for each node. These failure probabilities are asdum
networks. Systems such as COUGAR [2] and TinyDB [3p be independent (i.e., the variations in the failure pholiig
provide a database-like view of a sensor network enablitg d&f a node do not affect the failure probability of the rest of
storage on nodes and retrieval of only the data that the useitfoe network). This probability, that can change over tinse, i
the application is interested in. However, wireless nodes sabbreviated ag; in the rest of this work.
unreliable devices. Factors such as hardware defectsgyener When the availability requirements are integrated with the
depletion and considerations about the environment winere failure probability specified by the failure model, replica
network is deployed affect their reliability. For examplg, placement needs to satisfy the following condition:

the network is deployed on a volcano, a drastic temperature K
increase could be a signal that some violent event is about to Hpi <1 = Preg, 1)
happen. In this case, nodes closer to the top of the volcano J

will be more prone to failure. In a distributed databasehsu

. . , . % the assumption of independence is not true the approach is
a failure will cause an irreversible loss of data. X P bp

In these environments, the goal is to provide reliable g@rageneralizable, but the equation 1 has to be adjusted pyoperl
' Creating, maintaining and deleting replicas have a com-

over an unreliable network. The reliability level of the rstge unication cost, which depends on their location (i.e., the

IS a pa_rgmeter of the problem and it is quantified as a ¢ fstance between the replica and the original data soufce).
probability p,., at least one copy of the data surviving

; 2 : ieplication strategy, to be efficient, needs to considesehe
The user can tune this data availability requirement to thep gy . .
costs when choosing the replica locations.

needs of the application: high availability can be requeste The next section introduces related work in the area of data

for 'mpo”‘?‘.”t dgta, Wh”? lower av§|lab|llty can .be request replication in distributed systems and sensor networks.
for non-critical information. The high unreliability of nes

is likely to make the probability of successfully accessing
node and its data lower than the requesied over time.  Related Work
Replication can be used to provide data availability. In the The general problem of data replication has been studied
context of sensor networks, the biggest challenge is theeplaintensively. In traditional distributed systems, there &wo
ment and management of replicas. To achieve the requirgaproaches to replica management: reactive replicatiah an
availability, the system needs to provide a sufficient numbproactive replication. Systems that use reactive reptinat
of replicasK such that the probability of finding at least onesuch [5], react to node failures and replicate data to peovid
of them when needed is greater than,. In this work, we the required availability level. On the other hand, proati
focus on replica placement and management strategiesttor deystems [6] create more replicas than strictly required to
availability and we do not consider data access: in sevegbvide robustness to node failures. The dynamic nature of
data collection deployments, the frequency at which datadensor networks and its scarcity of resources (e.g., sorag
collected by the user is much lower than the rate at whigpace and energy) make the use of a reactive approach that
data is gathered from the environment. limits the number of replicas and creates them in response to
Several reasons could cause data to be unavailable. Tet@nges in the network an efficient approach.
of these reasons are the failure of the node where the datén interesting system for the management of replicas in
is stored and the impossibility of reaching it because of teaditional P2P is Total Recall [7]. In this system, the uiser
lack of network connectivity. For the purposes of this papeable to assign a probabilistic availability level to eack fih
we focus on the problem of node failure: we assume thtdte distributed storage and the system automatically memag
data is not available if the node on which it is stored stopeplicas according to the expected availability of eacht.hos
operating. This assumption is motivated by the fact thatnevThe context of wireless sensor networks is different from th
in networks with unreliable connectivity, data can be atitel traditional P2P environment: protocols and solutions &rser
using data mules that, by moving physically close to the nodeetworks need to explicitly optimize energy consumptiod an
can directly communicate with it. To focus on the formulatiointegrating energy optimization in Total Recall is complex
of the problem, we also assume that communication is alwaysReplica placement strategies have been previously prdpose
successful. This assumption can be relaxed delegating thesensor networks. However, goals of these strategies are
communication reliability the MAC layer. providing load balancing, energy savings and efficient data
The factors that affect nodes’ reliability can be captureaccess. None of the previous work in this area selects aceepli
by a probabilistic model of failure to estimate the relighil placement to provide a constant level of data availability.



A method for automatically caching frequently accessed To obtain a model of the replica placement problem in this
data in intermediate nodes during routing was proposed bgntext, it is necessary to analyze the trade-off involved i
Yin and Cao [8]. The proposed approach allows nodes iaplica creation and maintenance: each replica increastas d
the path to the final destination to answer queries usimgailability, but at the same time consumes storage memory
cached information, if it is recent. Tang et al. [9] proposand requires periodic communication to be kept up-to-date.
a distributed algorithm for the optimal allocation of repls For example, consider a situation where a certain level of
in an adhoc network. This work analyzes replica placement agilability can be obtained by either replicating data on a
an optimization problem: each node needs to access some diata unreliable nodes located near the data source node or
contained in other nodes. Data closer to the requestingsnotly replicating them on a reliable node further away from the
is less expensive to obtain. Thus, the problem becomes §indsource, requiring multi-hop communication to reach theenod
the optimal placement of replicas to minimize the access cosTo capture the complexity of this trade-off, we present a
and satisfy the constraints on the space available in ead. nanodel of the general replica placement problem. The problem
Further work [10], [11], [12] proposed the use of heuristics first modeled assuming a network where no replicas are
to allocate replicas close to the hosts that frequently seccresent before placement. Then, the formulation is refined t
data. The goal of these replica systems is not to increase dake into account a network where previous replica placémen
availability, but to improve the access time to the data. Fbmas been performed. Both formulations assume complete and
this reason, they do not offer the user the ability to providemniscient knowledge of the network, which we will later
guantitative levels of data availability. relax in Section IV.

The use of data replicas has also been proposed in th&eplica placement can be modeled as a binary optimization
context of data-centric storage [13]. In this work, data isroblem. The number of messages exchanged for replica main-
replicated at multiple locations to provide load balancémyl tenance is the value to minimize, subject to constraints ove
increase network lifetime. Experiments show that this meéth data availability and storage space available on the nddues.
provides graceful performance degradation in the presefcebinary decision variables represent the presence or abse#nc
faults, but no quantitative availability levels are prosad a data replica on a particular node. Formally, if we consaler

The concept of Quality of Service is introduced in [1]. Thigystem withN nodes, the binary variables can be represented
work enhances the Geographic Hash Table storage [14] jaya matrix X of size N x N where each variable;; is equal
adding the concept of explicit QoS guarantees for each clagsi if j stores a replica for node
of data. The QoS level is provided by the programmer as thejn the system model that we consider, each node stores a
number of required replicas. This approach requires to sfita set of sizev;, wherei refers to the node that generated
a fixed number of replicas at the beginning of the netwognd maintains that replica. Each nogléas a limited amount
lifetime and does not adapt to the changing conditions of tla® memory in which it can store replicas. It reserves a part of
network. its storage space for its own data, and provitlés bytes to

store replicas for the system. Formalizing this concepis it
. REPLICA PLACEMENT necessary to ensure that the sum of the space occupied by the

The problem of replica placement has many angles thaplicas on a nodg is smaller than the available spade;:
makes its formulation a challenge. The goal of replica place
ment is to find a suitable set of nodes on which data replicas N
can be placed, such that the availability requirements ae m in-j Fwi < Wj. @
while minimizing the energy spent by the system. Communi- =l
cation is one of the most expensive operations in WSNs, hencdhe communication cost of creating a new replica can be
the optimization goal can be expressed as the minimizafionexpressed as the number of messages that are needed to send
the number of messages used to manage replicas. the data to the new replica location. For a single-hop ndwor

This section introduces our modeling of the problem ahis number is expressed as the constantWhen more than
the minimization of the number of messages exchanged forsingle hop is needed to reach the new location, the total
replica management. The formulation addresses the costnafnber of messages is proportional to the number of hops,
creating, maintaining and removing replicas. In generathe indicated with d(i,j), between the source nodeand the
node could have different costs for replica management. Figstination nodg. When all possible sources and destinations
the purpose of simplicity, the formulation considers otlyee are considered, the total number of messages is expressed as
different costs: creating, maintaining and removing aicapl the sum of all messages sent by every node to create their
However, our approach is able to handle different costs fogplicas, as follows:
every node. N N

In our system model, each node stores a set of environmen- Z Z ko - ;- d(i, )
tal samples taken during a predefined period T. After anainiti @ J
set up time, the size of the collected data does not change: ne
data replaces the oldest samples contained in the set. Thifccording to this formula, for each replica created in the
model represents a system where environmental samples sygtem, a number of messadesis sent from the source node
collected continuously, but only the most recent ones needand are forwarded ovet(i, j) hops to reach the node where
be kept for analysis. the replica is stored.

®)

i=1 j=1



The choice of the nodes on which replicas are placguevious solution and it is not eliminated in this period,ileh
needs to take into account storage space constraints apdnessages are sent to eliminate a replica. When creating a
availability requirements. The problem can now be expisseew replica,k, messages still need to be sent. All of these
as an optimization problem: the function to minimize is theosts are proportional to the number of hops between the
number of messages exchanged in the network, subject to sherce node and the destination node
constraints of availability of each data and storage space o The new formulation of the problem is:
each node (shown in the same order in the equation). The
problem can be expressed as following: N N
minz Z (km . (CEZJ — 6@‘) + ko - aij + ka - 6@‘) . d(%]) @)

i=1 j=1

N N
min E E ko - xij - d(i,7), (4)
N
1 i1 A ) )
=17 Z ((£:5 — eij + aij) - logp;) < log (1 - p(TQq) Vi
; ) =1
[T »i<1-0%, vi N
dlwg=1 Z(iw —eij +aij)  w; <Wj vj
N i=1
Zmij cwi < Wj v aij <1 —24 Vi, j
i=1 eij < Ty Vi, j
zi =1 Vi ajj +di; <1 Vi, j
ai; =0,e3 = 0,25 =1 Vi.

The solution to this problem defines the optimal configuratio

for replica placement. _ _ As in (4), the function to optimize (line 1) is the number
The first constraint of this problem is non-linear. Howevegs messages sent in the system. The constraints on avijlabil
we can transform it into a linear problem by considering the,q storage space (line 2 and 3) are still present: the change
logarithm on each of the two terms. The logarithm of thesfiect only the addition of the variables representingicepl
products can be changed into a sum of logarithms. Formaliyeation and deletion. With these new variables, the cbrrec
the operation can be expressed as following: formulation of the new optimization problem requires the

N _ definition of additional constraints betweer;, £;; and e;;
log pr” < log (1 — pgﬂe)q) , (5) to restrict the feasible solutions of the problem only toidval
j=1 solutions for our model. First (line 4), a replica can be abtide

this allows us to rewrite the first constraint of (4) as folow ONly if it was not present in the previous solution (i.e. sitiot
possible to add twice a replicas on the same node). Similarly

N ) is not possible to remove replicas that were not presentr&efo
Z (zij -logp;) <log (1 — Dre ) . (6) on the node (line 5). Another constraint has been added to
j=1 avoid solutions that contain a replica that is both added and

This optimization problem can compute the optimal placéemoved within the same optimization (line 6). Finally, st i
ment of replicas starting from a system configuration where ot possible to add or eliminate replicas on the data source
replicas are present. During normal operation of the systefivde.
replicas already present may not be sufficient to satisfy theThis global formulation of the problem provides a global
requirements: changes in failure probability of the nodesr o optimal for replica placement. The problem is a binary op-
time can make the provided availability to be less than thignization problem with a number of variables that grows
required one. The optimization algorithm needs to evaltiate as the square of the number of nodes, making the problem
options to keep the current set of replicas, create new onegriractable. Moreover, an implementation in a centralized
remove them. It is then possible to define a new optimizati@®lution requires to gather information about the statevefy
problem, taking into account not only the creation cost, baiode in the network: this is a very expensive operation in
also the maintenance and deletion cost, since this operatf&nsor networks.
also requires the exchange of messages between the peters. LB go toward the definition of a distributed solution, this
X be the matrix representing the current replica placemegtpbal problem can be partially rewritten as a set of indiad
whose elements;; are defined as for the matriX. Let D minimization problems, one for each nodeIn this local
and A be two matrices of sizéV x N. The elements ofD, formulation, each node optimizes the number of messages
d;;, are binary variables representing the deletion of replithat it sends to create and maintain its own replicas. Binary
i from nodej, while the elements of4, a;;, represents the variables similar to the ones used in the global problem are
addition of a replica. defined:Z; represents the presence of a replica of the data on

We also define two additional constants;,, the cost of nodej, while e; anda; represents the elimination and addition
maintaining an existing replica, arig, the cost of sending an of a replica on the node.
invalidation command for an existing replica. These twotgos These optimization problems are not completely indepen-
are defined as the number of messages required to performdhet: every time that a replica is allocated on a ngdéhe
replica management operations in each pefibd space available to store other replicas is decreased. abis f

The optimization problem can now be reformulated to take expressed by considering a set of varialﬁ(}(@,d§k), a'®
into account the creation and the deletion of replicas: that represent the allocation and removal of replicas orenod
messages are sent for every replica that was present in fhey the other optimization problems.



The problem for a nodécan now be expressed as followssub-problems, the interaction between them does not change
N the overall complexity: to obtain a scalable solution, it is
minz (km - (& — €;) + ka - aj + ka - ¢;) - d(i, 5) (8) necessary to limit the interaction between node;. An efficie
= replica placement strategy needs to locally and indepdlyden

N compute a new placement without the need of complex interac-

S (@5 — e; +a;) logp; < log (1 — preq.i) tion with other nodes. An efficient heuristic replica plaeh

=1 N approach can consider the available space in each pade

(&5 —ej +ajw; < Wy — S @M —d® +alyw,  vj be only the space not previously allocated to other replicas
0 <15 k=1 v This solu_tion will not provide an optimgl r(_aplica placement
e; < @ 21 however it greatly reduces the communication between nodes
ajte; <1 Vi The formulation of this heuristic is similar to the formula-

a; :0,6»; :O,Ii =1

tion of the optimal problem (8). However, the constraintrove

In this formulation, the optimization function (line 1) isthe available space on each node considers iy, ;, the
simplified to take into account only messages sent bySRace not assigned to other replicas on npdEhe constraint
specific node. The availability constraint (line 2) maingi can be rewritten as follows:
its previous structure. The storage space (line 3) coms¢rai
needs to consider less thd#; as space available for replica (5 +a; —dj)wj < Wyem,; Vj. 9)
allocation: it needs to take into account the solutions ® th

other sub-problems (represented bﬂ], d'k);, ak),) that The computation of this heuristic placement requires sglvi

allocated replicas onj. The rest of the constraints have thé binary optimization problem. However, running a binary op
P 0 Simization algorithm in a wireless node is too computatibna

same purpose as the respective constraints in 7. : . .
. . . expensive. For this reason, the next section introducesexlgr
Optimal placement of replicas requires knowledge of thé

. . . solution implementable on a sensor node. The next section
current state of the system. The available capacity foligapl | o . )
S : introduces an approach for finding an approximate solution t
on each destination node, and hence the optimal repll%a : .
. e problem based only on local information.
placement for each of the single sub-problems, dependseon tth
solution of all other sub-problems in the network. Additadiy,
each node needs to know the failure probability of all other IV. PIRRUS
nodes in the system. The distributed nature of a sensor nletwo Pirrus is a distributed approach for replica placementhis t
and its dynamic conditions makes the problem of maintainirgpproach, replicas are placed according to the variable-pro
an up-to-date view of the entire system at each of the nodaisility of failure of nodes. The system continuously morsto
too expensive in terms of communication, and so not scalabiiee state of the replicas and reacts to failures or to deiogas
A local approximated solution to this problem can bavailability. This approach requires a small cost for regli
defined using only local information. The rest of the sectiomaintenance when the network is reliable, while providing
defines this approximated solution. availability even in adverse conditions. Pirrus is desijte
be a framework where the user can embed a model of failure
formulated for the specific deployment. The use of a more

) o o precise model results in a more effective protocol behavior
To obtain a distributed and scalable solution, it is Neagssa The next section describes the distributed strategy used

to limit the amount of information that each node requires ¥ Pirrus for replica placement. Section IV-B describes the
compute replica placement. Our first observation is that ”ﬁ?otocol used to implement it in a WSN.

cost of creating and maintaining replicas is proportiomal t

their distance from the source node. If the failure proligbil .

is geographically uniform (i.e., there are no areas of tHfe CGreedy replica placement

network that are less failure-prone than others), a set ofThe new storage space constraint defined in the local replica

replicas placed on local nodes is less expensive than a gkicement problem (Eq 9) specifies a set of nodes where

of replicas created far from the data source. When the &iluenough space for the placement of a new replica is available.

probability is not uniform, a set of replicas placed on nodé3onsidering only the nodes that satisfy this constrairg, th

far from the data source could represent a better solutionreplica placement problem becomes similar to a knapsack

the problem. However, disseminating up-to-date inforomati problem [15]: minimization of the number of messages subjec

about failure probability of distant nodes results in sfigaint to the constraint of availability requirements (representhe

overhead in sensor networks. Investigating a solution ehearapacity of the knapsack problem).

only information collected from neighbor nodes is used to For this reason, it is possible to use a well-known greedy

compute a solution represents an interesting approachtb listrategy to provide a feasible solution to the replica plaeet

the network overhead and, at the same time, providing enoygioblem. When expressed according to our problem formu-

information to compute a feasible replica placement. lation, the greedy strategy involves ordering the node# wit
Another problem of optimal replica placement, formalizednough storage space according to the ratio between the gain

in the previous section, is its computational complexityefe that placing a replica on nodgwould provide, and its cost.

if the optimal solution can be computed solving the separafde gain is expressed as the coefficient in the availability

Local replica placement



constraint,log p;, while the cost is expressed as the number V. EVALUATION

of hopsd(i, 7). The main goal of our evaluation is to demonstrate the
log p; (10) efficiency of the greedy approach of Pirrus in solving the
d(i,j) replica placement problem. The first part of this evaluation

_ _ _ _ _ compares the local replica placement defined in section 1lI
In conclusion, Pirrus is defined by the following set ofyith Pirrus. The metric we are considering in this case is the

actions: communication cost, expressed as the number of bytes sent
. in each solution, while varying the number of nodes in the
1) Collect< Wrem,j, p; > about nodes withirk hops network and their average probability of failure. Pirruss ha

2) Sortin descending order a listof nodes with enough storage 5 |gyyer computational cost with respect to the local replica
space according to the above greedy strategy.

3) Select the firs nodes fromL such that: placement. We investigate the difference in terms of energy
19 prig) < 1—pregVi cost between the two approaches. Pirrus performs close to
wherepy, is the probability of failure associated with thethe local replica placement. This makes it a good candidate
g-th element of the list. for an implementation on WSNs, where a protocol has to deal

4) fgggg requests for the allocation of replicas to the sefectyith not only reliability but also low computational powendh

5) After receiving the allocation requests, allocate thaica on energy constraints. These considerations are supportéteby

nodej. If multiple requests are received, accept only the fird€Sults presented in the next section.
one received. Second, we analyze the performance of Pirrus, focusing on

6) If the allocation request has been dropped, choose adiffe jts ability to extend the lifetime of the network, compared
node and start again from step 1. to other non-adaptive solutions implementable on WSNs. We
consider the network lifetime to be expired when at least one

B. Protocol definition node is not able to satisfy the availability requests. Fds th
Applysis we focused on the evolution of the number of replica

by two parameters: its curremtrobability of failure and its Managed at each moment and the relative energy cost. The

available storage spacdo publish this information to the rest"€Sults highlight how the adaptive behavior of Pirrus caresa
of the network, each node periodically broadcasts heartb€1€r9y in the initial phase of network lifetime, and use this
messages to its neighbors. These messages are forwareied §Rer9Y later when the network becomes less reliable.
increasing their hop-count field. The forwarding stopsraite /& performed simulations both in MATLAB ands-2 to
maximum number of hopsly.., is reached. Each heartbeat i€valuate the different aspects of our strategy.MATLAB has
characterized by a unique sequence number to avoid multifREN chosen for its ability in providing algorithms for the
retransmissions. optimal solution of binary optimization problems and for

When nodes receive a heartbeat from node A they upd%ﬂig simplicity of the implementation of the prototypls-2

For the purpose of the protocol, each node is characteri

their view of the network. Those nodes who are allocatin owed us to obtain a accurate characterization of Pimus i

replicas on A also update their data availability consetjyen alistic environment.
When the failure probability of data generated by a node fall
below the required level of availability, the node applies t A. Comparison of local replica placement and Pirrus

Pirrus strategy using the information received. In this first set of simulations, we compare the performance
For each selected node, the source node A starts sendingdhthe greedy strategy used by Pirrus with the more complex

data to replicate to it. A sends an INIT message to the select@euristic approach of the local replica placement. For this

node B that can reply with a positive acknowledgment or cgurpose, we have used MATLAB to simulate networks of

refuse the replica if its available storage is too low. Thusld different sizes and different failure probabilities. Thetimal

happen if different peers select the same node as a candidaigtion to the general replica placement problem presénte

for a replica or if the information about the available sg®a ||| would provide a interesting additional Comparison, Hog:

is not up-to-date. In this case, A skips node B and estalslish§oblem becomes intractable when the network is composed

a connection with the next selected node. The data trarsfepf more than 10 nodes: the number of decision variables grows

then performed using a Selective Repeat ARQ technique.yfth the square of the number of sensors.

node A does not receive a response from a node it contactedthe simulations are performed using two network topolo-

after a specified timeout, that peer is declared unresp@ns@(es; a grid topoiogy and a random topoiogy_ We consider

and the next selected node is contacted. the transmission of an update over one hop as a cost unit. In
The protocol uses unicast communication with replica hostsir scenario a replica is storing up to 80 updates. Creating a

to send periodic updates. The updates replace the oldest gdriw replica requires the transmission of the whole dat@set.

stored in the node, so the replica always has a constant siggst of this operation is 80 cost units times the number oshop
Nodes from which no heartbeat are received for a certdimat separate the replica and the original data. Additlgnak

time are marked as lost and removed from the set of currearstsume that each node is able to store up to 12 replicas. The

replicas. The choice of this timeout needs to be based wsults obtained with this set of simulations are geneaabl

the trade-off between bandwidth used by heartbeats and theother parameter values. The plotted data are the avefage o

reactiveness of the protocol to failures. 20 executions of each simulation.



The performance of Pirrus and of the local replica placememiintaining a fixed number of replicas for the whole network

are similar for both grid and random topologies, as shown lifietime.
Figure la. This fact supports our choice of using the greedyThe network used in the simulations is composed by 250
strategy in Pirrus. Also, the total cost of the solution gsownodes placed on a regular grid of size 5200 meters. This
linearly with the number of nodes, providing evidence of thepology is comparable with the grid topology used in the
scalability of our Pirrus. The figure shows the cost of thRIATLAB simulations. The channel access is performed using
solution obtained by each of the algorithms when varying tte simple CSMA scheme, obtained from the 802.11 MAC
size of the network. The data availability requirement heesrb implementation. The RTS/CTS mechanism is disabled, the
fixed to 0.9 and the average node failure probability is 0.Hata rate is 400 Kbits/s and the maximum packet size is 500
For each network size, a new topology is generated and a neytes. The network uses the AODV reactive routing protocol.
placement that satisfies the constraints is computed ubig A more sophisticated MAC scheme like S-MAC [16] could
proposed algorithms. The lines start from a network size ofi@iprove the energy efficiency of the communications. This
nodes. Below this humber no solution can be provided witibes beyond the scope of this paper. S-MAC or any other effi-
the chosen parameters due to the small number of nodes. cient MAC protocol can be applied, thus extending the bgatter

The cost of creating and maintaining replicas depends bfe. The adaptive behavior of Pirrus will still provide Igar
the failure rate of the network. More replicas are requirenktwork lifetime compared to the non-adaptive solutions.
in a network where the average failure rate is higher. PirrusThe nodes consume 0.0035 mW while in idle state, 0.06
and the local replica placement solutions performs sitgilarmW in while in transmission and 0.03 mW in reception. The
in networks with different average failure rates. As thdui@ amount of energy stored in the battery in the beginning is
probability increases, the number of replicas to create, aa random variable uniformly distributed between 1875 J and
hence the cost of creating them, grows linearly. A solutic2600 J. The simulation collected data for a week of simulated
is considered impossible when a node cannot find a suitabilee. We selected these parameters to have about a week
placement for its replicas. The average failure probabilibf estimated battery lifetime (no sleep schedule policy was
over which replica placement becomes impossible deperdglemented). Each replica in the system has a size of 80
on the size of the neighborhood that it is used to computdytes, storing enough samples for three days of informatio
the allocation, (i.e., max distance parameter, see Fighje 2Each replica update has a size of 1 Kbyte. The maximum
Figure 1b compares the cost for Pirrus and the local placemeacket size is 500 bytes. An update is sent hourly, while
strategy to allocate replicas in a network of 100 nodes hsartbeats are broadcast every 300 seconds.
the average failure probability of the nodes changes. TheWe implemented a very simple failure model to run our
solutions are computed using information collected from trsimulations. The node availability is proportional to the r
nodes within 3 hops. maining energy of the battery, capturing the unreliabibify

With a larger hop-count Pirrus could solve the availabilitthe estimation of this value and of the energy consumption of
problem with an higher average failure rate, having a largre application running on the nodes. To address all aspects
number of neighbors to choose from. However keeping up-tiiat could affect the nodes’ availability, a more complexdelo
date information about many neighbors results in a highggnerhas to be defined. This is not the goal of this paper. However
cost that eventually will shorten the network lifetime. We new model can be embedded in Pirrus to enhance its ability
studied the performance of the Pirrus strategy with difiereto provide data availability.
values for the hop-count, the results are shown in Figuréd2b. In the first set of simulations, we compared the data avail-
value of 4 will extend the resolvability of the problem wherability provided by Pirrus with the data availability proid
the average failure probability is higher than%, but this by a system that creates a fixed number of replicas. The eeplic
process is too expensive. We chose a value of 3 hops aplacement strategy that we compare to is presented in [1],
good tradeoff between resolvability and energy cost. and creates a fixed number of replicas on the nodes located

A second parameter that can affect the total cost of repliogarby the nodes that originate the data to replicate. Other
placement is the value of the availability that the systerm haystems [13], [8], [9] replicate data on nodes that are &rrth
to provide. The request of a data availability 3f% doubles away from the data source, incurring more communication
the number of messages that nodes running Pirrus havecests. The goal of these systems is to provide quick access
exchange when compared with a request of dilfo. This to data and not necessarily to increase its availabilityis Th
choice depends mainly on the application. Figure 2a shofuidamental difference makes any comparison betweensPirru
the cost of providing different availability requiremerds and this latter approaches not interesting.
network of different sizes. The average failure rate hasibee In these simulations, the fixed replica system selects the
set to 0.5 and the topology is a grid. replicas among neighbors within a distance of three hops,
starting from the closest ones that have available storage.
in Pirrus, this system uses heartbeat messages to verify tha
nodes on which replicas are allocated are still alive.

We implemented Pirrus as described in section IV-Biéa Our simulations compare the average data availability pro-
2. We compared its greedy solution with other strategies thatled by the various approaches (see Figure 3). Additignall
can be used to provide data availability: sending data towse also analyze the minimum value for the availability in
base station connected to a reliable storage or providindg ahe network at each time tick (Figure 4). The results hidttlig

B. Protocol simulations
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how, for both the metrics, Pirrus outperforms the non-adapt unreliable network. We analyzed the optimal replica plaeem
solutions. In particular, our definition of lifetime consid the problem and defined a simple sub-optimal greedy strategy
network dead when data availability drops below a threshaltiplementable on wireless nodes. Results show that the-adap
(fixed to 90% in these simulations) for at least one dataseive behavior of Pirrus is able to achieve the desired level o
Looking at the graph presenting the minimum value of avaitiata availability with a low energy cost when the nodes are
ability, it is clear that Pirrus extends the network lifeim more reliable. The energy saved is used to extend the network
almost50% compared to the 3-replica solution, and more thdifetime even when the probability of failure for each node i
20% with respect to the 5-replica solution. very high.

To investigate the source of this improvement, we investi- The approach presented in this paper offers many directions
gate how the number of replicas changes with the evolvirigr further research. The failure estimation method that we
conditions of the network (Figure 5). At the beginning ofised in our simulations takes into account only a singlee&aus
the network lifetime, nodes availability is high, most nedeof failure: the available energy. More complex estimation
can satisfy the availability requests without creatingliogs. techniques can be used to take into account environmental
Only a few nodes require some replicas and this results gonditions or information about the failure of neighbor asd
an average number of replicas that is less than one. Howevedditionally a combination of Pirrus with a system desigted
from the very first moment, the other approaches create a fix@avide efficient data access would be an interesting eleniut
number of replicas that they maintain as long as the energy
left in the batteries is enough to provide connectivity. SThi REFERENCES
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